AUDAX CYBERSECURITY

OFFENSIVE SECURITY - CTEM

Active Directory & Identity Security — Hardening Checklist

To Active Directory gival o #1 otdxoc o oxeddv kGBe breach. Xpnotwponotjote to checklist yia va evtonioete ta nio kpioipa kevd — Kat nwg n
Audax ta anodeikvuel TeXVika péoa and Active Directory & Cloud assessment kat red teaming.

I PRIVILEGED ACCESS & TIERING

(1) Tier 0/1/2 model — anopévwon Domain Admins & kpicipwv assets — nwg: Audax: attack path analysis
() EAaxwota pédn oe privileged groups (DA/EA/Schema Admins)- kaBapiopég stale admins

I CREDENTIAL HYGIENE

D Kapia cleartext/reversible password- LAPS yia local admin passwords

D MNpootacia ané credential theft: LSASS dumping, pass-the-hash, pass-the-ticket

I KERBEROS & AUTHENTICATION
(1) ‘EAeyxog yia Kerberoastable SPNs & AS-REP roasting- .oxupd service-account passwords — na¢: Audax: AD assessment

() ‘EAeyxog delegation (unconstrained/constrained/RBCD)- anevepyonoinon NTLM énou yivetat

I ATTACK PATHS & LATERAL MOVEMENT
[:] Xaptoypaenon attack paths npog Domain Admin (BloodHound-style) — nw¢: Audax: red teaming

D ‘EAeyxog ACL misconfigurations & shadow admin rights

I DETECTION & MONITORING
D Logging kpicipwv events- avixveuon DCSync, Golden/Silver Ticket, DCShadow

(1) ‘EAeyxog av to SOC/EDR BAénet AD eniBécelg o€ npaypatiké xpévo — nw¢: Audax: detection validation

I HYBRID & CLOUD IDENTITY (ENTRA ID / M365)
() Ao@dlewa Entra Connect / sync- conditional access & MFA navtoU

() 'EAeyxog hybrid attack paths (on-prem - cloud) & privileged cloud roles — nd¢: Audax: cloud assessment

Néco yprivopa gtavel évag aviinalog ctov Domain Admin oag;
Zntiote Active Directory security assessment and tnv Audax — xaptoypaenon attack paths, enikUpwaon pe npaypatikég texvikég & tekpnpiwaon

yla toiknon kal anokatdotaon.
= info@audax.gr - ® +30 210 9839367 - &) www.audax.gr/services/offensive-security-services/active-directory-cloud-assessment/
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