AUDAX CYBERSECURITY

OFFENSIVE SECURITY - CTEM

Cloud Security (Azure / AWS / M365) — Checklist

To cloud ondet cuvBwg and misconfiguration & identity, éxt zero-days. Acite ta kpiowa kevd — kat nw¢ n Audax ta anodelkvUel TEXVIKA.

| 1DENTITY & ACCESS
C] Privileged roles, MFA navtoU, conditional access

[:] Least privilege & axpnowgonointa permissions — nw¢: Audax: cloud assessment

I CONFIGURATION & EXPOSURE
D Misconfigurations & dnudotia ekteBelpéva resources (buckets, DBs)

(1) cSPM baseline & secure defaults

| 2EAOMENA & A'IKTYO
() Kpuntoypdpnon at-rest/in-transit- secrets management

[:] Segmentation & neplopiopdg east-west traffic

I AN'IXNEYZH & ATTACK PATHS
D Logging (CloudTrail/Defender) & alerting

D Hybrid & cloud attack paths (identity - data)

Zntnote cloud security assessment;

Enikolvwvnote pe tnv Audax — TexVIKn anodelén, tekunpiwon yia dloiknon & anokatdotaon.
= info@audax.gr - @ +30 2109839367 - €)) www.audax.gr/services/cloud-security-assessment/
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