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OFFENSIVE SECURITY - CTEM

Penetration Testing — Scoping & Readiness Checklist

Mpwv avabéoete penetration test, xpnowwonotote autd to checklist yia va oploete cwotd oTtdxouc, Upog Kal NpoUnoBEoel; — WOTE 0 EAEYXOG
va dwoel npaypatiki andédei§n avbektikdTNTAg KAl Tekunpiwon aélonotjotun and dioiknon & auditor.

| zToxol & E'YPOE (SCOPE)

() oOpiote Tl 8éAete va anodeifete (n.x. «pnopei kanolog va prdcel ota SeSopéva neAatwv;») — objective-based — ndg BonBd: Audax:
objective-based scoping

() Kataypayrte crown jewels & kpicipa assets/epappoyég

() =ekdBapa in-scope / out-of-scope (domains, IPs, apps, APIs)

I T'YNOX & BAOGOX EAN'EFXOY
(1) Black-box / grey-box / white-box — néan nAnpogopia Sivete
() Em@adveieg: Web / API / Mobile / Network / Active Directory / Cloud / Wi-Fi

(0) AnA6 penetration test fi Red Team (objective-based, pe stealth & detection); — g Bon8d: Audax: Red Teaming

I TEXNIKA PREREQUISITES
D Test environment (staging vs production) & avtinpoowneutika dsdopéva
D Test accounts ava péAo (xapnAd + uynAd npovéoptia)

(O 1P allowlisting / VPN / npéaBacn Siktiou- ndywpa deployments ato napd@upo eAéyxou

I RULES OF ENGAGEMENT
() Napddupo eAéyxou (wpeg/npépec) & anoguyh peak kivnong
() Emtpendpeveg texvikég (DoS; social engineering;) & xelplopég euaioOntwy Sedopévwy / NDA

() Emergency contact & escalation path

I OAHI'OX ZYMM'OP®QIHZ (DRIVER)
() Aéyog ehéyxou: NIS2 / DORA /1SO 27001 / PCI-DSS / anaitnon neAdtn — ndq Bondd: Audax: NIS2/DORA assurance

() XpedZeote tekpnpiwon étopn yia auditor & Sioiknon;

I AN'IXNEYZH, NAPAAOTEA & FOLLOW-UP
() ©éAete va ehéyEete av SOC/EDR/SIEM BAénel tnv eniBeon; — g Bondd: Audax: detection validation / purple teaming
D Technical report pe attack paths & proof-of-concept + Executive report o€ yAdyooa piokou — nw¢ Bon0d: Audax: dual reporting

D Retest, and6e1§n anokatdotaong & remediation roadmap pe npotepatdtnteg — nw¢ Fonbd: Audax: retest & roadmap

‘Etolgol va avabéoete penetration test;
Zntiote scoping call and tnv opdda tng Audax — miotonotnpévol operators (OSCP), objective-based npoaoéyyion, tekunpiwon ywa board &

auditor, retest & remediation roadmap.
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