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Ransomware Readiness — Checklist

To epwtnua dev gival «av» aAAa «av Ba to delte eykaipwa». Asite av iote étolpol yla ransomware — kat nw¢ n Audax to anodelkvUel i aoPain
npocopoiwaon.

| APxikH nPozBAZH
(1) 'EAeyxog vectors: phishing, exposed RDP/VPN, euna@sig unnpeaieg

() MFA & email authentication (SPF/DKIM/DMARC)

I NPO-KPYNTOIMPA®IK'H AN IXNEYXZH
D BAénetL to SOC recon, lateral movement, priv-esc MPIN tnv Kpuntoypdgnon; — nwc: Audax: detection validation

D Avixveuon credential dumping & discovery

I ANOEKTIK'OTHTA & BLAST RADIUS
(1) segmentation wote éva endpoint va pn pixvet to domain

(1) Backups offline/immutable & Sokipacpévn avaktnon

I AMOKPIZH & ENIK'YPQZH
D Aokipacpévo incident response playbook

D Ac@alig npocopoiwon ogvapiou end-to-end — nw¢: Audax: ransomware simulation

Znthote ransomware readiness simulation;

Enikolvwvnote pe tnv Audax — TexViKn anodelén, tekunpiwon yia dloiknon & anokatdotaon.
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