AUDAX CYBERSECURITY

OFFENSIVE SECURITY - CTEM

Web Application & API Security — Checklist (OWASP-aligned)

Ot web epappoyég & ta APIs eivat and ta nio ektebelpéva assets ocac. Xpnotwonotote to checklist (eubuypappiopévo pe OWASP Top 10 & API
Top 10) yia va evtonioste ta Kpioa keva — kat nw¢ n Audax ta anoSelkvUel TeXVIKA péoa and web, APl & mobile penetration testing.

| AUTHENTICATION & SESSION
() 1oxupé authentication + MFA- npoctacia ané brute-force / credential stuffing

() Ao@alqg Siaxeipion session (secure/httponly cookies, rotation, logout, timeout)

I ACCESS CONTROL (AUTHORIZATION)
D Kapia IDOR / BOLA — éAeyxog 16toktnoiag oe kaOe object reference — nw¢: Audax: web/API pentest

D Function-level authorization (BFLA)- least privilege- kapia privilege escalation

I INPUT VALIDATION & INJECTION
() sQL/NoSQL injection, XSS, command injection, SSRF, insecure deserialization

(1) server-side validation & output encoding — éx1t pniatoavn atov client

| ApisEcurITY
() Auth oe KAGE endpoint- rate limiting- npootacia ané mass assignment — ¢ Audax: API pentest

D EAaxtotonoinon data exposure- versioning- documentation xwpig secrets

I DATA PROTECTION & CONFIGURATION
D TLS navtou- security headers (CSP, HSTS)- secrets ot vault, 6xt otov Kw&ika

(1) security misconfiguration- error handling xwpig stack traces- hardened defaults

I BUSINESS LOGIC, DEPS & TESTING
[:] 'EAeyxog business-logic flaws & abuse cases (6xt pévo scanner findings)

[:] Vulnerable & outdated components (supply chain)- taktiké penetration testing & retest — nw¢: Audax: pentest & retest

AVTEXOUV Ol EQAPUPOYECG 0aC OE NPAYHATIKO aviinalo;
Zntiote web/API penetration test and tnv Audax — xelpokivntog éAeyxog népa and scanners, proof-of-concept exploitation, tekunpiwaon yia

developers & 6toiknon, retest.
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